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	Issue/Scenario:
	If information stored within a computer is incriminating, users can devise methods to destroy the data if an unauthorized person attempts to use the system. For this reason, it is essential that precautions are taken to safeguard the evidence when a computer is seized.

What are those precautions?


	Discussion:
	When you discover a computer during a criminal investigation, immediately remove everyone from the area. Do not allow them any further contact with the computer system, since a single keystroke can execute a program that erases information. Take a photograph of the screen to document any information that is displayed and photograph all peripheral devises and any connections.

Before attempting any action, contact a supervisor or the computer investigations staff as instructed by your department.  If the computer is critical to the case, computer forensics personnel may need to come to the scene to properly secure the computer.  

If instructions are given for you to remove the computer, then immediately unplug the computer. Unplug the computer from the back of the central processing unit (CPU or main box), not from a wall receptacle. Uninterruptable power supplies (UPS) are common and can be programmed to execute destructive processes upon loss of power from a wall receptacle. Do not use the power switch, since the power switch can be rigged to damage the hard drive or other components.
Ensure you collect all components and software media including disks, and thumb drives.  Be aware that some printers and keyboards can contain memory storage media and they should also be collected.  It is best to photograph all connections prior to disassembly.  Use appropriate chain of custody forms for all items.
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